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ABSTRACT

swlPe is a network-layer security protocol for the IP protocol suite. This
paper presents the architecture, design philosophy, and performance of an
implementation of swiPe under several variants of Unix. swIPe provides
authentication, integrity, and confidentiality of IP datagrams, and is com-
pletely compatible with the existing IP infrastructure. To maintain this
compatibility, swIPe is implemented using an encapsulation protocol
Mechanism (the details of the protocol) is decoupled from policy (what
and when to protect) and key management. swlPe under Unix is imple-
mented using a virtual network interface. The parts of the implementation
that process incoming and outgoing packets are entirely in the kernel
parameter setting and exception handling, hawever, are managed by user-
level processes. The performance of swIPe on modern workstations is pri-
marily limited only by the speed of the underlying authentication and
encryption algorithms: the mechanism overhead is negligible in our pro-
totype

L. Introduction

Traditionally, system security has been addressed in an ad-hoc fashion and at a fairly high level
usually in the applications themselves. As applications become more distributed in nature and are
relying more and more on the integrity of information received from their peers, it becomes attrac-
tive to consider common, general solutions to replace ad-hoc, application-specific security mecha-
nisms. Most system-level security work has focused on the operating system and on arbitrating
access to resources on a particular machine. Relatively little attention has been paid to securing
communications in any consistent way. In modern distributed systems, however, which are charac-
terized by a large number of single-user or single-purpose machines, the network itself is ememging
as the best candidate for concentrating security efforts.

The explosively increasing size of the Intemet, with its concomitant security problems, coupled
with the wide range of services and applications that it supports, make [P-based networks a good
choice for understanding and exploring network security issues. The rising mobility of users, the
advent of wireless networking services, and the increasingly critical dependence of financial and
commercial services on the Internet infrastructure, call for the adoption of authentication, integrity
and privacy features as sine qua non features of the network.

There have been a number of efforts aimed at providing security services at same layer in the net-

work hierarchy [4.8,12.16]. However, no existing protocal is completely satisfactory for large-
scale Intemet-based deployment. Existing network-layer security protocols such as SP3 and NLSP
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