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4 FTBPNY:
- BEMZ2XIASZAEEINY (Internet Security Association and
Key Management Protocol, ISAKMP)

- BEXMEEFAZEIR (Internet Key Exchange, IKE)

4 FUEFIEINY
- HUEESEAMEINYESAEESEE (Authentication Header, AH)
- FETEHM (Encapsulating Security Payload, ESP)
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WFESz<p, FEW, (#E59VW mod p=Z

Ri&X<p, itH: Y=g*mod p, REXEEATAH, YHEIEALIHA

iIZX Y, 2AliceRIFASAFIAH, X, FY,2BobhIFfATAFIAH
Y,=g¥a mod p, Y,=g*P mod p

Aliceit&: K, ,=(Y,)*@ mod p=(g*?)*a mod p=g*t**a mod p
BobitH: K, ,=(Y,)*X* mod p=(g*2?)*) mod p= g*aXP mod p
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Frame 43: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits)
+# Ethernet II, Src: Hangzhou_13:fa:45 (3c:e5:a6:13:fa:45), Dst: Hangzhou_13:f9:88 (3c:e5:a6:13:T9:88)
+ Internet Protocol, src: 200.1.1.1 (200.1.1.1), Dst: 200.1.1.2 (200.1.1.2)
# User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
- Internet Security Association and Key Mana Proroco
Initiator cookie: fdb34af23105bb78 %ﬂ ECOOkiew}ﬁ
responder cookie: 0000000000000000

Next payload: Security Association (]_)w

version: 1.0
Exchange type: Identity Protection (Main Mode) (2) IKE%_BﬁEQ*Eit
4 Flags: 0x00
Message ID: 0x00000000
Length: 84
-] Type Payload: Security Association (1) -
Next payload: NONE / No Next Payload (0) EEEE_Il\ﬁﬁ
payload length: 56 p p—
Doﬁa'in of 'igter‘pr‘etat'ion: IPSEC (1) D0|=1§m%_BﬁE§FE3:IPSeC
# Situation: 00000001
-] Type Payload: Proposal (2) # 1
Next payload: NONE / No Next Payload (0)
Payload Tlength: 44
proposal number: 1
Protocol ID: ISAaKMP (1)
SPI Size: O
proposal transforms: 1
-] Type Payload: Transform (3) # O
Next payload: NONE / No Next Payload (0)
pPayload length: 36
Transform number: 0

3 N
Transform ID: KEY_IKE (1) BQIIE%%
Transform IKE Attribute Type (t=1,1=2) Encryption-algorithm : DES-CBC

Transform IKE Attribute Type (t=2,1=2) Hash-Algorithm : SHA §1ﬁiAiIE§§£

Transform IKE Attribute Type (t=3,1=2) authentication-mMethod : PSK =452

Transform IKE Attribute Type (t=4,1=2) Group-Description : Default 768-bit MODP group ﬁ;*DHgE

Transform IKE Attribute Type (t=11,1=2) Life-Type : Seconds

Transform IKE Attribute Type (t=12,T1=4) Life-Duration : SAE?RHIE*"HEH 26
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Frame 44: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits)

Ethernet II, Src: Hangzhou_13:f9:88 (3c:e5:a6:13:T9:88), Dst: Hangzhou_13:fa:45 (3c:e5:a6:13:fa:45)
Internet Protocol, src: 200.1.1.2 (200.1.1.2), Dst: 200.1.1.1 (200.1.1.1)

User Datagram Protocol, Src Port: isakmp (500}, Dst Port: isakmp (500)

Internet Security Association and Key Management Protocol

Initiator cookie: fdb34af23105bb78

rResponder cookie: 6e09f77d6992197c
Next payload: Security Association (1) ulﬁ]mCOOkleﬂ}E
version: 1.0

Exchange type: Identity Protection (Main Mode) (2)

Flags: Ox00

Message ID: Ox00000000

Length: 84

Type Payload: Security Association (1)

NexT payload: NONE / No Next Payload (0)
Payload Tlength: 56
pomain of interpretation: IPSEC (1)
[F Situation: 00000001
£ Type Payload: Proposal (2) # 1
Next payload: NONE / No Next Payload (0)
Payload length: 44

Proposal number: 1 = __/\ = =KV
Pr‘ogocnﬂ ID: ISAKMP (1) WNE | Eai;vng;mtx
SPI 5ize: O
Proposal transforms: 1
E Type Payload: Transform (3) # 0
NexT payload: NONE / No Next Payload (0)
Payload Tlength: 36
Transform number: 0
Transform ID: KEY_IKE (1)
Transform IKE attribute Type (t=1,1=2) Encryption-algorithm : DES-CBC
Transform IKE attribute Type (t=2,1=2) Hash-Algorithm : SHA
Transform IKE attribute Type (t=3,1=2) authentication-method : PSK
Transform IKE attribute Type (t=4,1=2) Group-Description : Default 768-bit MODP group
Transform IKE attribute Type (t=11,1=2) Life-Type : Seconds
Transform IKE attribute Type (t=12,1=4) Life-Duration : 1

EEEEEE
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. Frame 45: 210 bytes on wire (1680 bits), 210 bytes captured (1680 bits)

Ethernet II, 5rc: Hangzhou_13:fa:45 (3c:e5:a6:13:Ta:45), Dst: Hangzhou_13:T9:88 (3c:e5:a6:13:T9:88)
Internet Protocol, Src: 200.1.1.1 (200.1.1.1), Dst: 200.1.1.2 (200.1.1.2)
User Datagram Protocol, Src Port: idsakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol

Initiator cookie: fdb34af23105bb78

Responder cookie: 6e09f77d6992197cC

Mext payload: Key Exchange (4)

version: 1.0

Exchange type: Identity Protection (Main Mode) (2)
F Flags: 0x00

Message ID: O0x00000000

Lenaths 168
=l Type Payload: Key Exchange (4 SRR E T e b/
ZHEDHTIR A FHE

Payload length: 100

kKey Exchange Data: 7fe68564021def232dcf963c2839a1b10933280406bd289e. ..
E Type Payload: Nonce (10)

Mext payload: vendor ID (13)

Nonce DATA: 9alc087ff1ba99e023c37d9cl4ad31bs BIE*IMENI' ma:&'iﬁiﬁk

E Type Payload: vendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Mext payload: NONE / No Next Payload (0)
Payload length: 20
vendor ID: afcadrl368alflc9eb8e9efcy 7570100
vendor ID: RFC 3706 DPD (Dead Peer Detection)

IR REMZZRY
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Frame 46: 210 bytes on wire (1680 bits), 210 bytes captured (1680 bits)
Ethernet II, Src: Hangzhou_13:T9:88 (3c:e5:36:13:T9:88), Dst: Hangzhou_13:fa:45 (3c:e5:a6:13:fa:45)
Internet Protocol, Src: 200.1.1.2 (200.1.1.2), Dst: 200.1.1.1 (200.1.1.1)
User Datagram Protocol, 5rc Port: isakmp (500}, Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol

Initiator cookie: fdb34af23105bb78

Responder cookie: 6e09f77d6992197c

Mext payload: Key Exchange (4)

version: 1.0

Exchange type: Identity Protection (Main Mode) (2)
H Flags: 0x00

Message ID: Ox00000000

noth- 168

E|wa Payload: l-.{ey Exchange (4) | ’&":iﬂa"ﬁﬁﬁﬁ ﬁ;ﬁDHg;ﬁ/Rﬂ;{E
Payload length: 100

Key Exchange Data: 683c0835605984e4123b0ebc791a3d74ad463116d97dd018. .
= Type Payload: Nonce (10)

Mext payload: vendor ID (13) .
Payload length: 20 BEHENr, AFRIRER
Nonce DATA: 4F8a4b39d0lfdflbb465d5156d40f0ba

= Type Payload: vendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Mext payload: NONE / No Next Payload (0)
Payload length: 20
vendor ID: afcad?l1368alf1c96b8696Tc77570100
vendor ID: RFC 3706 DPD {(Dead Peer Detection)

29
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