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R38R i%ServerHelloDoneig &
ERiRMRESEAZEClientKeyExchangeii@
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Z FiREIRS$R&IZEChangeCipherSpeciEig
IRS32_ME AikAiXChangeCipherSpeciiis
IRSZBMAERiR&XFinishediHR

. BRIRFIARSSERZ RI3ZE M &R

E kRS8R & %Close notifyiHR
IESEEREFiIRARIXClose notifyiER

B
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itE
A

k. B

&ix. BN, &iFID ServerHello
i
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ClientKeyExchange
ChangeCipherSpec I3 2050

[ChangeCipherSpec]
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Close notify*
Close notify*

N
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itE
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B

ARSS 55

k. B

gix. FENE. Si8ID ServerHello

Call Certificate |
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- HIERYARSSERIAIE
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ClientHello
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ChangeCipherSpec
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N
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E_ Wiresharks#rSSL

4 Wireshark (gif¥iEthereal)

- — P REEE TR

- &SRR T EE S RTEN IS4
&, HEsERER/IFMRIMLEES
&5,

= Wireshark{ElBWIinPCAP{EREO, H
ESM-RHTERREEE. AXEE
StrwiresharkifzkSSLIMY B ELIFSSL
T RIS 534

Liie IS fough,
But wireshark makes if easy.
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resharks3#7SSL

« EPRigxHello®
- EYSSLinNEI, FERIRAESEKRE, HTEFNE

M \Wireshark - 745 2894 . wireshark_pcapng_0111D316-DB3B-4870-909F-8C761EF2320B_20160808222440_a06412

:@&.

Frame 2894: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) on interface @

Internet Protocol Version 4, Src: 192.168.5.241, Dst: 59.37.116.35
Transmission Control Protocol, Src Port: 5085 (5G05), Dst Port: 443 (443), Seq: 1, Ack: 1, Len:
4 Secure Sockets Laver
I 4 TLSv1.2 Record Layer: Handshake Protocol: (lient Hello I
tent Type: Handshake (22)
TS 18 (Ger3al)

Handshake Type:

Length: 508
Version: TLS 1.2 (9x0303)
Randam

Session ID Length: 32

Session ID: 3a7bb882fbedbb98as2d1c3blbf4a90bc37 13dcSafIdd2d2. ..
Cipher Suites Length: 34

Cipher Suites (17 suites)
Campression Methods Length: 1
Campression Methods (1 method)
Extensions Length: 4dal
Extension: renegotiation_info
Extension: serwver_name
Extension: Extended Master Secret
Extension: SessionTicket TLS
Extension: signature_algorithms

Ethernet II, Src: IntelCor_ee:cl:31 (84:a6:c8:ee:cl:31), Dst: Giga-Byt 35:58:a3a (40:8d:5¢:35:58:a3)

517

m

Fo. o 7§84 ¢ Time: JF I967FF ¢ Samrce: 187 I66.5.341 ¢ Destizatien’ 5857 13655 ¢ Frotecol JLSvi.d ¢ lLeorth: 571 ¢ Infe: Client Bells

34



Wiresharks#rSSL
4« Pr33=8Hello®

| M Wireshark - 743 3129 “pcapng 0111D316- oD 61EF3208_2016080:

| > Frame 3129: 1494 bytes on wire (11952 bits), 1494 bytes captured (11952 bits) on interface @
> Ethernet II, Src: Giga-Byt 35:58:8a (40:8d:5c:35:58:aa), Dst: IntelCor_ee:cl:31 (84:a6:c8:ee:cl:31)
> Internet Protocol Version 4, Src: 183.61.38.232, Dst: 192.168.5.241
> Transmission Control Protocol, Src Port: 443 (443), Dst Port: 5010 (501@), Seq: 1, Ack: 193, Len: 1448
4 Secure Sockets Layer
4 TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@383)
Length: 61
> Handshake Protocol: Serwver Hello

L
I
|
84 a6 <8 ee cl 31 40 8d 5c 35 58 aa 08 00 45 @0 -
| 95 c8 de ad 00 00 @0 @6 <l cd b7 3d 26 e8 c@ a8
i a5 f1 01 bb 13 92 e3 30 8c a5 el fa 9a d6 50 1@
i 90 79 ¢9 6f 00 00 16 @3 063 00 3d 92 60 08 39 63
93 &f 6f dl 7d e6 37 b2 fe 9c 46 11 &3 8a 57 ed
c2 45 93 58 db 40 62 ¢3 48 8d b3 2d ba 7d le 13
bl @0 ¢ 30 00 00 11 ff 01 90 91 90 00 @b 00 @4
| 93 00 ©1 02 00 23 00 0@ 16 93 O3 Of 27 @b @0 of
| 23 00 Of 20 00 @5 @7 30 82 @5 ©3 30 82 O3 eb a@
| 93 92 01 92 @2 18 5¢ 7c 01 75 9f 29 od b9 45 fb =
.: Fo o 5i2% -+ Time: 54 SS600F - Sonrce: IG5 E1.5F 257 - Destination. i%7 3EF.5 P41 ¢ Potecels IS8 ¢ Ienpths 34%¢ ¢ Jnfo: Ferver Hello
-
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! NVITE2NAle * Oed 21248 " WINSsNalE_JLapnyg_Jviiivs J.U_mW:WWNU”‘W_LULWﬁ‘lW_mI#EEE

Frame 3132: 1471 bytes on wire (11768 bits), 1471 bytes captured (11768 bits) on interface @
Giga-Byt 35:58:a8a (40:8d:5c:35:58:8a), Dst: IntelCor ee:cl:31 (84:a6:c8:ee:cl:31)

» Ethernet II, Src:
» Internet Protocol Version 4, Src: 183.61.38.232, Dst: 192.168.5.241
» Transmission Control Protocol, Src Port: 443 (443), Dst Port: 5010 (5010), Seq: 2881, Ack: 193, Len: 1417

[3 Reassembled TCP Segments (3884 bytes): #3129(1374), #3130(1440), #3132(1078)]

4 TLSv1.2 Record Layer: Handshake Protocol: Certificate

Version: TLS 1.2 (@x@3@3)

Length: 2879
> Handshake Protocol: Certificate

» Secure Sockets Layer

36
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4« EHIRIRSAIEF

e ClientHeHo

| {

SewerHE“D
Certificate
SewerHelloDﬂne —

|

— Cl‘ientKeyExchange
— ChangeijhErSpec —

;.

—

Client

__Finisheq (encrypted)

o

ChanquipherSpec ]
Finished {encwpted} ]

Server

= Secure Socket Layer

version: TLS 1.0 (0xD301)

= TLSw1l Fecord Layer: Handshake Proboool: Client Hcl]oh_____
Content Type: Handshake (22) \

Length: &5
= Handshake Protocol: Cliemt Hello
Handshake Type: Cliemt Hello (1)
Length: &1
version: TLS

1.0 (Ced
= Random
gmt_unix<_time: Apr 1%, 20059 17:43:26.008
random_bytes: DDE19516FCS00ODD0GS,
Seszion ID Length: O
Cipher Suites Length: 16
Cipher Suites (8 suites)
D TLS_RSA_WITH_CAMELLIA_256_CBC_
Cipher Suite: TLS_RSA_WITH_AES_2%56_CBC
Cipher Suite: TLS_RSA_WITH_CAMELLI
Cipher SuitéE: TLS_RSA_WITH_RC
1 TLS_RSA_MWETH_I
: TLS_RSa_WITH_&E
SSL_RSA_FIPE E
Cipher Suite: TLE_REAMITH_IDES_EDE_CBC_SHA (Ow00Da)
Compression Hethods Length: 1
Compre Hethods (1 methad)

Cipher Suit

Cipher Sunt
Cipher Suit
Cipher Suit

I I I

Compression Method: null (0)
Extensions Length: 4

ExteEnsion: SessionTicket TLS
Type: SessionTicket TLS (Ow0023)

Length: O
Data (0 bytes)

ClientHello

37
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= secure socket Layer
= TLsvl Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

version: TLS 1.0 (0x0301)

Length: 74

- Handshake Protocol: server Hello

Handshake Type: server Hello (20
Length: 70
version: TLS 1.0 (0=x0301)

= Random

& 02:30:23. 000000000 SewerHeuo

4FDB234082 T3F41PE463BF YL F40DF. ..

unix_time: Mmar 16, 2
random_byTes: DEFS60E9E13I1
session ID Length: 32
session ID: DBOGC2AADTOCFDALOGCE4FS
Cipher suite: TLS_RSA_WITH_AES_256_0C
Compression Method: null (0)

SFlEBEEBSELFE48F. ..
_SHA (0x0035)
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= Secure sSocket Layer
= TLSvl Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (220
version: TLS 1.0 (0x0301)
Lengths 2332
= Handshake Protocol: Certificate
Handshake Type: certificate (11)

# TLSvW1 mecord Layer: Handshake protocol: sServer Hello Done

= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2328
certificates Length: 2325
= certificates (2325 hytes)
certificate Length: 1079

"]

cert 2
= LErTITICAaTE L)

Certificate Length: 1240
# certificate OO

er 1 739020

Certificate (1)

Certificate (2)
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E_ Wiresharks3#rSSL

# validity
= subject: rdnSeque

@ cuhisrrouhlicrvsuTnfa

Certificate (3)

= certificate (

= signedcertificate
version: v3 (2)
serialNumber: 2

# signature (shawithRSAENC

= rdnsequence: 5 dtems
# RDNSequence: 1 ftem ()
® RDNSequence: 1 item ()
¥ RDNSequence: 1 dtem ()
= RDNSeguence: 1 dtem ()
relativepisting
1d 5.4.3
= Directorystrin
printablestring: arkfe
# RODNSeguence: 1 dtem ()
# validity
# subject: rdnsequence (0]
# subjectPubl eyInfo
# extensions: 4 dtems
algorithmidertifier (shawithrsaeEncryprion)
Padding: ©
encrypted: 739020CT79873A0C
certificate Length: 12440
3 certificate ()
= signedcertificare
version: v3 (2)
serialnumber: 1
# signature (shawithrs
# issuer: rdnsequence (0)
# validity

rishedname
AT -COommonName)

Certificate (4)

+

WM 06549EB24AEL304 52 SEEALASELSSFRO8. . .

= rdnseguence: 5 items
# RDNSequence: 1 dtem ()
# RDNSequence: 1 dtem ()
RONSequence: 1 [
RDNSequence: 1 1
= Relativebisti
Id: 2.5.4.3 (dc -commonhames)
= pirecrorystr printablestring (1)
printablestring: r T k l

L
b
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= Secure Socket Layer
# TLSvl Record Layer: Handshake protocol: certificate
3 TLSvl Record Layer: Handshake protocol: Server Hello Done
Content Type: Handshake (22)
version: TLS 1.0 (0x0301) ServerHelloDone ﬂE%E%iIE:Bm]%
Length: 4
= Handshake Protocol: Server Hello Done /
Handshake Type: server Hello Done (14)

Length: 0

= Secure Socket Layer
= TLSvl Record Layer: Handshake protocol: Client key exchange
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 134 — . gpﬁﬁ%%ﬁﬁm
35 Handshake Protocol: client key Exchange / Cl|entKEYEXChange
Handshake Type: Client Key Exchange (16)
Length: 130
¥ TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
¥ TLSvl Record Layer: Handshake Protocol: Encrypted Handshake Message

= Secure Socket Layer
¥ TLSvl Record Layer: Handshake protocol: Client key exchange
= TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

content Type: Change Cipher Spec (20) ] = &l 2
version: ¥LS 1.0 (0x0301) ChangeclpherSpec (C) X;ﬁgpufﬁuuﬁ?ﬁﬁl:

Length: 1
Change Cipher Spec Message
¥ TLSvl Record Layer: Handshake Protocol: Encrypted Handshake Message
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Without decryption:

= Secure Socket Layer

TLSv1l Record Layer: Handshake Protocol: Client Key Exchange

TLsvl record Layer: Change Cipher Spec Protocol: change Cipher Spec

TLSvl Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 48

Handshake Protocol: Encrypted Handshake Message -

A\
With decryption: _ Finished (C) B iRk NZEEAINE

= Secure Socket Layer
TLsvl record Layer: Handshake Protocol: Client Key ExC e
TLSv1l Record Layer: Change Cipher Spec Protocol: Cipher spec
TLSvl Record Layer: Handshake Protocol: Finished .
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 48
= Handshake protocol: Finished
Handshake Type: Finishe
Length: 12
verify Data

m® E

R




Wiresharks#rSSL

= Secure Socket Layer

= TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
content Type: Change Cipher spec (20)

version: . % .
Ve e L0 oxoson ChangeCipherSpec (S)

Change Cipher Spec Message
ARSSSR3SIRMNZE(

# TLSvl Record Layer: Handshake Protocol: Encrypted Handshake Message

Without decryption:

= Secure Socket Layer
# TLSvl Record Layer: Change Cipher sSpec Protocol: Change Cipher Spec
= TLSvl Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 48
Handshake Protocol: Encrypted Handshake Message

1“-.=;hg_ \\
ini £Z 80 2SR —
With decryption: Finished (S) ARS8 ILZ I HE TR

= secure Socket Layer
# TLSvl Record Layer: Change Cipher Spec Pro#col: Change Cipher Spec
= TLSVv1 Record Layer: Handshake Protocol: Fi hed
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 48
= Handshake protocol: Finished
Handshake Type: Finished (20)
Length: 12
verify Data
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H s

4 SSLIMNTCEIRIMEFUDPR ANZEFF

= SSLINNBEEEFZAIRUTCPiER, EULABEXTUDPRIAHRTTIRIA.
MREFRMUDPIHYEZ LR ZMRIP, TLIRABIPENZSBRGE.

-—-

4 SSLIMYAREXI MBS RED
- HBFSSLANIAZEHITRIF, SHRERIPLFITCPLNAREEI,

BN ERBINZENIPEE MR R TCPiRSHENEBEEIESE,

— N BESTEERATLUSRBE—REERT LRSS, BHNEEEER
AVERFA A R RRITLE,
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