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—1MNE192.168.10.1,

raj@ubuntu:~$ ifconfig
ens33 Link encapiEth Hiaddr 00:0c:29:d7:e7:43

inet addr:

192. 168 1.104] Bcast:192.168.1.255 Mask:255.255.255.0

inet6 addr: fe80::8367:2737:911b:8326/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:12658 errors:® dropped:® overruns:® frame:0
TX packets:118 errors:0 dropped:® overruns:0 carrier:0
collisions:0 txqueuelen:16000

RX bytes:10548981 (10.5 MB) TX bytes:14008 (14.0 KB)

Link encap:Ethernet HWaddr 00:0c:29:d7:e7:4d

inet addr

192.168.160.1 |Bcast:192.168.10.255 Mask:255.255.255.0

inet6 addr: TeB0::1266:d6b6:8e79:fb52/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1

RX packets:95 errors:0 dropped:0 overruns:0 frame:0
TX packets:98 errors:® dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:11912 (11.9 KB) TX bytes:11976 (11.9 KB)

Link encap:Local Loopback

inet addr:

127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:204 errors:0 dropped:0 overruns:0 frame:0
TX packets:204 errors:® dropped:® overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:15028 (15.0 KB) TX bytes:15028 (15.0 KB)

—/MPE192.168.1.104,

4
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root@ignite:~# ifconfig«
etho Link encap:Ethernet HWaddr 00:0c:29:56:4f:2e
inet addr:[192.168.10.2] Bcast:192.168.10.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe56:4f2e/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:15600 Metric:1
RX packets:1037 errors:0 dropped:1 overruns:0® frame:0
TX packets:298 errors:0 dropped:® overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:142045 (142.0 KB) TX bytes:48788 (48.7 KB)

Link encap:Local Loopback

inet addr:127.0.60.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:345 errors:0 dropped:0 overruns:® frame:0
TX packets:345 errors:0 dropped:0 overruns:0 carrier:0
collisions:® txqueuelen:0

RX bytes:27024 (27.0 KB) TX bytes:27024 (27.0 KB)
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Category:
Features
=1- Window

Appearance

Behaviour

Translation

Selection

Colours

=} Connection

Data

Proxy

Telnet

Rinain

—- SSH
Kex
Cipher
+- Auth

TTY
X11
Tunnels
Bugs
More bugs

Serial

About

Options controlling SSH port forwarding

Port forwarding
[[] Local ports accept connections from other hosts
[[] Remote ports do the same (SSH-2 only)

Forwarded ports: Remove
D7000
Add new fom arded port:
Source port ‘ [7000 Q Add @
Destination [
O Local (O Remote (® Dynamic
@ Auto O IPv4 O IPvé
Open Cancel
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" ﬁﬁz Zﬁﬁ‘ﬁ D i&ﬁ 1 9 2 . 1 68 o 1 o 1 04 I Cat—eg;:scon Al Basic options for your PuTTY session
EE ;‘_—EZE "5“ Eo p e n : LT en;zga?mg Specify the destination you want to connect to

Keyboard Host Name (or IP address) Port
Bel [192.168.1.104 |[2
Features Connection'%e:
=) Window ORaw O Telnet ORlogin @SSH (O Sernial
xaearance | Load, save or delete a stored session
aviour ‘ A
Translation Saved Sessions _ =
Selection \ ] ‘
Colours Default Settings Load
=} Connection
Data Save
Proxy
Telnet Delete
Rlogin
-- SSH
Kgx Close window on exit:
Cipher OAways (ONever (@ Onlyon clean exit
+- Auth
TTY v

About Open Cancel
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—— Ke: rd : = e
PARz 22w, 1EE5%RkZE., Lo [152.168.102 2

5 . Features Connection tx&: } T
ey open . =) Window (ORaw (OTelnet O Rlogin ®SSH () Seral

Appearance

Behaviour

Translation Saved Sessions .

Selection | ‘

Colours Default Settings Load
= Connection

Data

Proxy

Telnet etele

Rlogin

+- SSH
Serial

Load, save or delete a stored session

Save

Close window on exit: X
(OAways (ONever (@ Only on clean exit
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- IR ZEiputtyi=fTHIEO, £
Proxy ((CIRIRIR) 1T A0 THRME:

RSB :SOCKS 5
KIEEH:127.0.0.1
{X1Rim:7000

= EAVALS

®

Category:

=)~ Session
Logging

=) Terminal
Keyboard
Bell
Features

-} Window
Appearance
Behaviour
Translation
Selection
Colours

- Connection
Data
Proxy
Telnet
Rlogin

+- SSH

Senal

About

Options controlling proxy usage

F:roxy type:

(O None (O SOCKS 4 @ SOCKS 5 &
(O HTTP O Telnet O Local

Proxy hostname Pot
[127.001 <& |[7000

Exclude Hosts/IPs

|

[[] Consider proxying local host connections

Do DNS name Iooku_p at proxy end:
O No (® Auto O Yes

Usemame
Password

Te]net command, or local proxy command
connect %host “port\n

Open Cancel
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4 SSHEHE: 7£80igi@idkali linwaiTo7SSSHEAEET
« kali linuxFBPU{EiEIZ SSHEEE S5 AMZ PHLHE T EREERY.
fmAssh -D 7000 ignite@192.168.1.104

4 BWAFTXFNSZERIETIRBAERENG

:~# ssh -D 7000 ignite@192.168.1.104
ignite@192.168.1.104's
Welcome to Ubuntu 16.04.2 LTS (GNU/Linux 4.13.0-36-generic x86 64)

* Documentation: https://help.ubuntu.com
¥ Management: https://landscape.canonical.com
¥ Support: https://ubuntu.com/advantage

268 packages can be updated.
3 updates are security updates.

Last login: Tue Mar 13 23:57:45 2018 from 192.168.1.105
ignite@ubuntu:~$ [
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4« SSHpEE: E80ixMiEmdkali
linuxit{TENSSSHE Ei#Z
- IREMEEE:
- FTFFNEEES RIS CIRIRIR,,

EFEFIENE, AGHE
SOCKS v5,

File Edit View History ookmarks ols  Hel

http://192.168.10.2/ &= *

€

D 192.168.10.2
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4 SSHEEE: 7E22ix00 b@idkali linuxi#{TanaSsshiFiEiEsz
- 5SSHAERSSim# TR

:~# ssh -D 7000 ignite@192.168.1.104
ignite@192.168.1.104's password:
Welcome to Ubuntu 16.04.2 LTS (GNU/Linux 4.13.0-36-generic x86 64)

* Documentation: https://help.ubuntu.com
¥ Management: https://landscape.canonical.com
¥ Support: https://ubuntu.com/advantage

268 packages can be updated.
3 updates are security updates.

Last login: Tue Mar 13 23:57:45 2018 from 192.168.1.105
ignite@ubuntu:~$ I
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4 SSHEEE: 7E22ix00 b@idkali linuxi#{TanaSsshiFiEiEsz
« Eidapt&iEtscoks: apt install tsocks

- tsocksEAFI=H(ELMEEMIEE, HERBMAEEE#{TsocksIRSE
EMHIEE,

~# apt install tsocks &
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following packa were automatically installed and are no longer required:
girl.2-networkmanager-1.0 girl.2-nmgtk-1.0 gnome-themes-standard keepnote lib
libfreerdp-gdil.1 libfreerdp-localel.l libfreerdp-primitivesl.1l libfreerdp-ut

libpoppler68 libpoppler72 libprojl2 libqgis-analysis2.14.21 libqgis-core2.14.
libradare2-2.3 libtxc-dxtn-s2tc libvpx4 libwinpr-crt®.1 libwinpr-crypto©.1 1i
libwinpr-interlocked®.1 libwinpr-library®.1 libwinpr-patho.1 libwinpr-pool®.1
1libx264-148 multiarch-support php7.0-mysql python-functools32 python-httprett
Use 'apt autoremove' to remove them.
The following NEW packages will be installed:
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4 SSHpzE: £22ix0O0 L@ dkali
linuxi# 13N sshbEEE
= ¥JHtsokcs.confX{imiE
socksPRSSEERIIPLANIRO, 7E
BAIXMIERT, BIIEER
MTEATRE, ARFRER
LI

Server =

se
se

Open « || &

rver = 127.0.0.1
rver port = 7000

127.0.0.1Server port

- IO )
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4 SSHiEE: 1x£22ix0 Li@Edkali
linafTaISsshlziBaEiz iy ———

eOukKnCilSo.

Welcome to Ubuntu 14.0 (GNU/Linux 3.13.0-24
L]
tSCOkS SSh raj@1 92.1 68.1 0.2 * Documentation: https: help.ubuntu.com/

login: Wed Mar 14 00:49:44 2018 from 192.

EAA&-{EE SSHIIE E_L r'l(mn -‘%"lf(mfm Hwaddr €0:

:20
1 55 Mask:2
inet6 addr: X 29 ':;rSn 4T;c/6 Scope:Link

+ EGREALEERISSHAIZ . i

UP BROADCAST PHNNING NULTIC MTU:1500 Metric:1
ed:1 overruns:0 frame:0
@ carrier:0
txquet r
15941 (21 bytes:97 (97.1 KB)

Link encap:Local Lo
3 r:127.0.6.1
ddr: ::1/128
up LOUPBH(I‘\ RUNNING
0 fr 2:0
s:0 carrier:0

KB)
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+ SSHIEISHWHIET "B MHS, FAHIMmBERE

= sessionFEZEASIE

“x11" BFEE&x11&E#E
"forwarded-tcpip"fll"direct-tcpip" FFTCP/IPig O 4.
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