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Chapter 4

Access Control



Access Control Definitions
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NISTIR /7298 defines access control as;

SnERsiiele=¥sigranting glddenying

specific requests to: (1) obtain and use
information ejglelgElleltsIeRigifelianlelilels
processing HEWIES, and (2) enter specific




Access Control Definitions
2/2

RFC 4949 defines access control as:

‘A process by which use of system
resources is regulo’red occordlng fo

authorized entitiesjiNSFel(ele](elag}}
processes, or other systems) according 1o
that policy”



Basic Security Requirements
Limit information system access to fauthorized users, processes acting on behalf of
authorized users, or devices|(including other information systems).
Limit information system access toﬁl-e types of transactions and functions|that authorized
users are permitted to execute.

Derived Security Requirements
| Control the flow of CUIJin accordance with approved authorizations.
Separate the duties|of individuals to reduce the nisk of malevolent activity without Ta b I e 4 _ 1
collusion.
Employ the principle of|least privilege| including for specific security functions and
privileged accounts.
Use pon-privileged accounts or roles when accessing nonsecurity functlons[ ACCeSS

|Prevent non-pnivileged users|from executing [privileged functions|and audit the execution

of such functions. CO ntrOI
Limitjunsuccesstul logon attempts|

Provide jprivacy and security notices|consistent with applicable CUI rules.
10 Use session lock with pattemn-hiding displays to prevent access and viewing of data after

penod of inactivi:[}d
11 [Tenminate (automatically) a user session after a defined condition. ( S P 800_1 7 1 )

12 [Monitor and control fremote access sessions.
13 Employ |cryptographic mechanisms jto protect the confidentiality of remote access sessions.
14 Route remote access viajmanaged access control points}
15 |Authorize remote executionfof privileged commands and|remote access| to security-
relevant information.
16 [Authorize wireless access prior to allowing such connections.
| 17 [Protect wireless access|using authentication and encryption.
18 |Control connection|of mobile devices.
19 |[Encrypt CUI pon mobile devices.
20 |Venfy and control/limit connections to and use of jexternal information systems.

21 l;lmlt use oi organizational portable storage gev1ces| on external information systems.

22 [Control CUI|posted or processed onfpublicly accessible information systems

CUI = controlled unclassified information (Table is on page 107 in the textbook)




Access Control Principles

concerned with access control

 RFC 4949 defines computer security as:

“measures that implement and assure
SeCurity services in a computer system,
particularly those that assure access control
service”



Security administrator

Aunthentication Access control

Access
control
function

Authentication
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-

B ’ Auditing

Figure 4.1 Relationship Among Access Control and Other Security Functions

Source: Based on [SAND%4].




Access Control Policies

Discretionary access

control | )

o Controls access based on the
o3} 1)AOf the requestor and
elglaccess rulesgfelViialelgrielile]gly
stating what requestors are (or
are not) allowed to do

Mandatory access

control | )

o Conftrols access based on
telanielelflale]security labelsi%Wiiia
security clearances

Role-based access

olelpli(e]N(RBAC)

o Controls access based on the
that users have within the
system and on MSTCITIHQ
what accesses are allowed to
users in given roles

Attribute-based access

olelalifelN(ABAC)

o Controls access based on
attributesflRiaCRN=IMIglE
resourc ejjjejelsXelelelsIY-ToMelgle!
current environmental




Subjects, Objects, and

Access Rights

Subject

An entity capable of
accessing objects

Three classes

e Owner
* Group
* World

Object

A resource to which
access is controlled

Entity used to contain
and/or receive
information

Access
right

Describes the way in
which a subject may
access an object

Could include:

*Read
*Write
*Execute
*Delete
*Create

*Search



Discretionary Access Control
(DAC)

* Scheme in which an entity may be granted access
rights that permit the entity, by its own volation, 1o
O access some resource

e Often provided using an m

ROl XellnElaleliRelelsNN Xellidentified subjectshinleiNanle)
attempt data access 1o the resources

o The other dimension lists the m that may be
accessed

* Each entry in the matrix indicates the m
of a particular subject for a particular object

10



OBJECTS
File1 File2 File3 File4

SUBJECTS

(a) Access matrix

Figure 4.2 Example of Access Control Structures




File 1—>

File 2——>»

File 3— User C —»

File 4—

C
o (c) (Capability lists|for files of part (a)
W

*—

(b)|Access control lists [for files of part (a)

Figure 4.2 Example of Access Control Structures
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Table 4.2

for Files in
Figure 4.2

A
A
A
A
A
A
B
B
B
B
B
B
C
C
C
C
C
C

(Table is on page 113 in the textbook) 13




OBJECTS

subj ects files jprocesses disk drives
51 7) S3 F1 F2 P P, D, D,
S, | contrd | owner m read * ;Ae;g wakeup | wakeup | seek | owner
SUBJECTS S, contral write* | execute owner | seek *
S, contrd write | stop
* - copy flag set

Figure4.3 Extended Access Control Matrix




Protection Domains

Set of objecishielelsiialsI@Willg m to those objects

Y lel(=RilSXe]INVAYiaElaRe el lelisle]l capabilities Wilia
protection domains

e w ol lilcXeltel=N N leliP@a row defines a protectio

* User cange
rights of the user

LIl ioetween a process and a domain can be
StaficC or dynamic

m certain areas of memory are protected from
use and certain instructions may not be executed

ML GLUEILEEE privileged instructions may be executed
and protected areas of memory may be accessed

15

processes with a subset of the access




UNIX

File Access Control

® Unigue useridentification
gl user ID)

® Member of a primary group
identified by a m&
® Belongs to a specific group user: :rw

9 protection bits group::r--

Nereiare adfwritelelate other:: ---
LY Cldli Foermission for the
of the file, members
group [elgleNell

of the (@) Traditional UNIX approach (minimal access contrdl list)

users

Figure 4.5 UNIX File Access Control

® The owner D, group ID, and
protection bits are part of the
file's inode
Left 3 protection bits
e SetUID, SetGID, Sticky

16



O

Figure4.6 Users, Rdles, and Resources




OBJECTS
Fq P, P, D,

read
owner

Figure4.7 Access Contra Matrix Representation of RBAC




RBAC;
Consdlidated model

/\

RBAC, RBAC,
Radle hierarchies Constraints

RBAC,
Base modd

(a) Relationship among RBAC models

(RH) Rdle
Hierarchy

(PA) Permission
Assignment

(b) RBAC models

Figure4.8 A Family of Role-Based Access Contro Models.




Table 4.4
Scope RBAC Models

__

Yes Yes




Project Lead 1 Project Lead 2

PN TN

\/

Figure4.9 Example of Rale Hierarchy




Constraints - RBAC
 Provide a means of

of administrative and security policies of an
organization

I -Nelslilglslelrelationship [elgglelgleNfel[Si el le

related to roles
* Jypes:

Mutually exclusive

Cardinality Prerequisite roles
roles

e A user can only be e Seffing a maximum * Dictates that a user
assigned to one role in number with respect can only be assigned
the set (either during a to roles to a particular role if it
session or statically) is already assigned to

some other specified

* ANy permission
role

(access right) can be
agranted to only one
role in the set




Attribute-Based Access

Control (ABAC)

Strength is its
flexibilitviEiqle!
expressive

power

properties

Main obstacle to
its adoption in
real systems has
been concern
about the
performance

impact )i
evaluating
predicates on
both resource
and user

properties for
each access

Web services

have been
pioneering
technologies
through the
introduction of

(XACML)

There is
considerable
interest in

applying the
model to [MGT!
services

28



ABAC Model: Attributes

Subject
attributes

* A subject is an
that causes
information to flow
among objects or
changes the system
state

e Attributes define the

identityge]gle)
characteristicsgeiliialE

subject

Object
attributes

*An ob'.ec’r !or resource)
isa

information system-
related

containing or
receiving information

e Objects have
thibutes ARG

leverages to make
access conftrol
decisions

Environme
nt
attributes

*Describe the
operational, fechnical,
and even situational
or
contexifisghWall«laRials
information access
OCCUrS

*These attributes have
so far been largely
in most access
control policies

24



ABAC

Relies upon the evaluatio
of attributes

. . and a formal relationship
bv evaluating rules against
. or access control rule
the attributes

Allows an unlimited
number of attributes

enforcing DAC, RBAC,
and MAC concepts

25
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AN
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Afﬁhatlon

Permit

é
’ Access
control
Subject (user) mechanism

i

0

Access Control
Policies

Figure4.10 ABAC Scenario




G il4at]a set of rules and relationshipshiiEIR( SV ()01 o) [l oS s BN (6)s

within an organization, based on the privileges of subjects and how
resources or objects are to be protected under which environment conditions

Typically
written
from the
perspective
of the
object that

goisoiidiidauthorized behaviorfU Rt gfle:

and are defined by an authority and embodied in a policy

needs
protecting
and the
privileges
available to
subjects

Other terms commonly used instead of privileges are: rights,

authorizations, and entitlements

27



[dentity, Credential, and
Access Management (ICAM)

JyNcomprehensive approachjielalelslelelisleKelgle
laglellElaal=lalilaleRdigital identities, credentials, and
access conirol

 Developed by the U.S. government
« Designed to:

Create trusted digital identity representations [e]illglel\ile[Vle][Yelgle!

nonperson entities (NPEs)

Bind those identities to credentials |gleilggleNVAY=IsZsNe e Nel(e) VAol Mgl

individual of NPE in access fransactions

« A credential is an object or data structure that authoritatively binds
an identity to a possessed and controlled by a subscriber

Use the credentials to provide authorized access |feXelgKelel=1aleAVAN

resources

28



Credential Management | dentity Management

Sponsorship Enrdiment [ |m;uz ] [ On-boarding ]

> ~

o g

Lifecycle
Management

IProvisioning/DeprovisioningI

[Dig'tal | dentity

g ) Resource Privilege Pdlicy
Stateor L ocal [ ] [ ] [
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Figure4.12 Identity, Credential, and Access Management (ICAM)




(Possible contract)

(a) Traditional triangle of parties involved in an exchange of identity information

Figure4.13 Identity I nformation E xchange Approaches




Trust Framework
Providers

(B) I dentity attribute exchange dements

Figure4.13 I dentity I nformation Exchange Approaches




(a) Functions and Official Positions

Table 4.5
Functions and Roles for Banking Example

Role

Function

Official
Position

A

financial
analyst

Clerk

financial
analyst

Group
Manager

financial
analyst

Head of
Division

financial
analyst

Junior

financial
analyst

Senior

financial
analyst

Specialist

financial
analyst

Assistant

share
technician

Clerk

support e-
commerce

Junior

office
banking

Head of
Division




Table 4.5
Functions and Roles for Banking Example

(b) Permission Assignments

(¢) PA with Inheritance

Application

Access Right

Application

Access Right

money market
instruments

1,2,3,4

derivatives trading

1,2, 3,7, 10, 12

money market
instruments

1,2, 3,4

interest
Instruments

1,4,8,12, 14,
16

derivatives
trading

1,2, 3,7, 10, 12

Iinterest
Instruments

1,4,8,12, 14,
16

money market
instruments

1,2,3:4.7

derivatives trading

1,2,3,7,10, 12,
14

money market
instruments

7

interest
instruments

1,4,8,12, 14,
16

derivatives
trading

14

private consumer
instruments

private consumer
instruments

1,2,4,7




Human Resources Department

e

h (" Rodles

)
Functions

;“_)
\d
)

Positions

~N

Application Administration

Authorization Administration

[ Rde }u[Applicaﬁon]

Figure4.14 Example of Access Contro Administration




Summary

Access conftrol principles

o Access control context
o Access control policies

Subjects, objects, and
access rights

Discretionary access

control

o Access control model
o Protection domains

UNIX file access control

o Traditional UNIX file access
control

o Access control lists in UNIX

Role-based access

control
o RBAC reference models

Attribute-based

access control
o Aftributes
o ABAC logical architecture
o ABAC policies

ldentity, credential,
and access
management

o ldentity management

o Credential management
o Access management

o ldentity federation

Trust frameworks

o Traditional identity
exchange approach

o Open identity trust
framework

Bank RBAC system

£9



Al

o JIHA (EUURR) P165-167
e Questions 4.1, 4.2
« Problems 4.1, 4.8, 4.9
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