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Database and
Data Center Security
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Databases

(WliStructured collectionfeiKeleife!
stored for use by one or more
applications

I @lelaltellaRIglsArelationships

between data items and
groups of data items

that needs to

e Secureag

Query language

e Provides a
to the database tor users

and applications

Database management
system (DBMS)

e Suite of programs for
constructing and
maintaining the
database

e Offers ad hoc query
facilities to multiple users
and applications




Database User User
utilities applications queries

' ! !

DDL
processor DML and query

language processor

A

Database
description
tables

\ 4 A 4
DBMS

Authorization - Concurrent
tables File manager IHEERR
manager tables

DDL = data definition language

DML = data manipulation language Physical

database

Figure 5.1 DBMS Architecture




Relational Databases

ClTable of datafelelsNNilsleKellife\ Y XelgleNele][Ulaalah

e Each yelle¥elparticular typefeiReleite
o Each [ contains a for each column

e |dedlly has one column where all values are unique, forming an
identifier/keyjiel@iglel g (e}

e Enables the creation of multiple tables linked
[ele[silalsigeNAelunique identifierfilaleliielsN=1aiRiaKell
tables

L VN=Xelrelational query languagejjfeXelslslsNRIal=

database
e Allows the user to request data that fit a given



PhoneNumber
AHas service? (Y/N)

PhoneNumber

List of subscribers

A Last name
First name
address

» PhoneNumber <

A

PhoneNumber <«

Date
Transaction type
Transaction amount

» PhoneNumber

Current date
Previous balance
Current charges
Date of last payment
Amount of last payment

Figure 5.2 Example Relational Database Model. A
relational database uses multiple tables related to one
another by a designated key; in this case the key is the
PhoneNumber field.




Relational Database
Elements

e Relation LM identifies a row

N @ eRodone or morefde)itiagaBarrlee)

o Table/file
o Tuple Foreign key
o« Row/record |IBIN < one table to attributes in another
o Aftribute
o Column/field [ ]

Result of a queryfiEigtsatis T e el

rows and columns from one or more
tables

e Views are often used for ElJ«ibst:
purposes
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Basic Terminology for Relational Databases
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Figure 5.3 Abstract Model of a Relational Database




Department Table

Dname

Dacctno

human resources

528221

education

202035

accounts

709257

public relations

755827

services

223945

primary

key

Employee Table

Ename

Salarycode

Eid

Ephone

Robin

23

2345

6127092485

Neil

12

5088

6127092246

Jasmine

26

7712

6127099348

Cody

22

9664

6127093148

Holly

23

3054

6127092729

Robin

24

2976

6127091945

Smith

21

4490

6127099380

———

foreign

key

(a) Two tables in a relational database

Dname

Ename

Eid

Ephone

human resources

Jasmine

7712

6127099348

education

Holly

3054

6127092729

education

Robin

2976

6127091945

accounts

Smith

4490

6127099380

public relations

Neil

5088

6127092246

services

Robin

2345

6127092485

services

Cody

9664

6127093148

Figure 5.4 Relational Database Example

(b) A view derived from the database

\_’ry\l
primary

key




Structured Query Language
(5QL)

CEStandardized languagejfeXelSlilglsielal=lsgleMaglelglielilelf=}

and query data in a relational database

e Severdl of ANSI/ISO standard

ARSIV ELEEsame basic syntax Slile

SQL statements can be used to:

e Create tables
e Insert and delete data in tables
e Create views

* Retrieve data with query statements
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SQL Injection Attacks
(SQLi)

® One olf ’rhTe mé)s’r ® Most comm

prevaient an @| Nel¥ll'dextraction
iddnerous of data
b

of4=Ye| SeCurity threats

. . : ® Depending on the
Designed to exploit the environment SQL
nature of JHf=e injection be
applicationjelelelcs exploited to:
SMModifyfdiddeletefeleile

o e o [Feyann arbitrary operating
Sends mOIICIOUS SQL sys‘]‘em commands

commandshfeRisle o [MSs denial-of-service (PER)
database server SIEIES
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Injection Technique

The SQLi attack typically works by Squery = “SELECT info FROM user WHERE name =
prematurely terminating a text string '$_GET[“name”]’ AND pwd = ‘S_GET[“pwd”]’”;
and appending a new command

Because the inserted command may have
additional strings appended to it before it

is executed the attacker terminates the
injected string with a comment mark “- -” W Y QR 1=1 --~

The resulting query:

SELECT info FROM users WHERE
Subsequent text is ignored at

execution time rame = OR 1=1 -- AND pwpd =

15



S Q Li Attack A
User input
* Attackers inject SQL commands by providing suitable crafted user input

Server variables

* Attackers can forge the values that are placed in HTTP and network headers and exploit this
vulnerability by placing data directly into the headers

Second-order injection

* A malicious user could rely on data already present in the system or database to trigger an SQL
injection attack, so when the attack occurs, the input that modifies the query to cause an attack
does not come from the user, but from within the system itself

Cookies

* An attacker could alter cookies such that when the application server builds an SQOL query
based on the cookie’s content, the structure and function of the query is modified

Physical user input
* Applying user input that constructs an attack outside the realm of web requests

16




Inband Attacks
s ame communication channel [SUPSICRCN
code and reftrieving results

The retrieved data are directly in application
Web page

Include:

End-of-line Piggybacked
comment queries

Tautology

After injecting code The attacker adds
into a particular additional queries
" field, legitimate beyond the intended

Wenyygconditional )
code that follows are query, piggy-

statementsEalily nullified through backing the attack
they always evaluate
usage of end of on top of a

tojtriie comments legitimate request

This form of attack
injects code in one




Inferential Attack

There is no actual transfer of data, but the attacker

Yelellshfelreconstruct the informationje)aisigleligle

parficular requests and observing the resulting
behavior of the Website/database server

Include:
o lllegal/logically incorrect queries

« This attack lets an attacker gather important information
e|elelVifthe type and structure of the backend databasefe]
a Web application

Ml s[~Xejilelel diNele]gNle[SiczIeRellpreliminary, information-

gathering stepljelgeliglEigelifelel €
o Blind SQL injection

« Allows attackers to i fiiEXeleile] present in a database

system even when the system is sufficiently secure to [i198
display any erroneous informationjelelei difeRislcRelile[I ]l
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Out-of-Band Attack

I bleifeNel(Rr=l([SAYIe AN gleReldifferent channel

« This can be used when there are

information retrievalfie]viNelvijeleligle NelolalalsIoA(N11AY%

from the database server is lax
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SQL1 Countermeasures

Three types:

Detection

e Manual defensive
coding practices

* Check queries at
runtime to see if they
conform to a model of

*Signature based

e Parameterized query

insertion * Anomaly based expected queries

«SQL DOM

*Code analysis

Defensive Run-time
coding prevention

20



Database Access Control

Database access control
system determines:

If the user has access to the entire database
or just portions of it

What access rights the user has (create,
insert, delete, update, read, write)

Can support a range of
administrative policies

Centralized administration

* Small number of privileged users may grant and
revoke access rights

Ownership-based administration

* The creator of a table may grant and revoke access
rights to the table

Decentralized administration

® The owner of the table may grant and revoke
authorization rights to other users, allowing them to
grant and revoke access rights to the table




SQL Access Controls
S WeRelonsltalelaleRiedmanaging access rightsk

 Grant

o Used to grant one or more access rights or can be
used to assign a user to a role

« Revoke
o Revokes the access rights

+ Typical are:

« Select

* Insert

- Update

* Delete

« References

22



Figure 5.6 Bob Revokes Privilege from David




Role-Based Access Control
(RBAC)

e Wsed e[elel=X Y elelalifelle ases adminisirative burdenfelglelimproves

® A database RBAC needs to provide the following capabilities:
Ml Createfelgle roles
® DELE permissions for a role
® X3y and cancel assignment of users to roles

® Categories of database users:

Application owner End user Administrator

e User who has
administrative
responsibility for part or all
of the database

* An end user who owns * An end user who operates
database objects as part on database objects via
of an application a particular application

but does not own any of
the database objects




Role

Permissions

Fixed Server Roles

sysadmin

Can perform any activity in SQL Server and have complete control over
all database functions

serveradmin

Can set server-wide configuration options, shut down the server

setupadmin

Can manage linked servers and startup procedures

securityadmin

Can manage logins and CREATE DATABASE permissions, also read
error logs and change passwords

processadmin

Can manage processes running in SQL Server

dbcreator Can create, alter, and drop databases

diskadmin Can manage disk files

bulkadmin Can execute BULK INSERT statements
Fixed Database Roles

db_owner Has all permissions in the database

db_accessadmin

Can add or remove user IDs

db_datareader

Can select all data from any user table in the database

db_datawriter

Can modify any data in any user table in the database

db_ddladmin

Can issue all Data Definition Language (DDL) statements

db_securityadmin

Can manage all permissions, object ownerships, roles and role
memberships

db_backupoperator

Can issue DBCC, CHECKPOINT, and BACKUP statements

db_denydatareader

Can deny permission to select data in the database

db_denydatawriter

Can deny permission to change data in the database
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Figure 5.7 Indirect Information Access Via Inference Channel




Item

Availability

Cost ($)

Department

Shelf support

in-store/online

7.99

hardware

Lid support

online only

5.49

hardware

Decorative chain

in-store/online

104.99

hardware

Cake pan

online only

12.99

housewares

Shower/tub cleaner

in-store/online

11.99

housewares

Rolling pin

in-store/online

10.99

housewares

(@) Inventory table

Availability

Cost ($)

Item

Department

in-store/online

7.99

Shelf support

hardware

online only

5.49

Lid support

hardware

in-store/online

104.99

Decorative chain

hardware

(b) Two views

Item

Availability

Cost ($)

Department

Shelf support

in-store/online

7.99

hardware

Lid support

online only

5.49

hardware

Decorative chain

in-store/online

104.99

hardware

(c) Table derived from combining query answers

Figure 5.8 Inference Example




Inference Detection

Approach removes an

inference channel by altering

the database structure or by
changing the access control
regime to prevent inference

Inference detection
during database design

Techniques in this category

often result in unnecessarily

stricter access controls that
reduce availability

Two approaches

Approach seeks to eliminate
an inference channel
violation during a query or
series of queries
Inference detection

at query time

If an inference channel is
detected, the query is denied
or altered

Nelpalslinference detection algorithmjiaElslelsleRiclgslilalcigelRislcNXeo e]elfele[eialc

Hele[(=NYglel Y ol=T-TaNaplele [SHIaNe [SYiNIglelspecific inference detection techniquesjfels
multilevel secure databases and statistica
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Database Encryption

e The database is typically the [glefia%ellile] 1= information
resource for any organization

LI el clasleleiAmUultiple layers of security

e Firewalls, authentication, general access control systems, DB access
control systems, database encryption

CEENncryptionjelEldelnleNRiglERlast line of defensefigieleife] elo[N=RI=YeAV (11

e Can be applied to the By database, at the level, the
level, or level of the individual

CDisadvantageshieXsigleigYelilelgh

e Key management

e Authorized users must have access to the decryption key for the data for
which they have access

e Inflexibility

e When part or all of the database is encrypted it becomes more difficult to
perform record searching 29
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L

4. Plaintext
result

2. Transformed

Client Query query

Processor Executor
3. Encrypted

I result

Encrypt/ Encrypted

Figure 5.9 A Database Encryption Scheme
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Figure 5.10 Encryption Scheme for Database of Figure 5.3




Table 5.3 Encrypted Database Example

(a) Employee Table

ename

salary

addr

Tom

70K

Maple

Mary

60K

Main

John

S0K

River

Jerry

55K

Hopewell

(b) Encrypted Employee Table with Indexes

E(k, B)

I(eid)

I(ename)

I(salary)

I(addr)

1100110011001011... 1 10 3 7
0111000111001010... 3 7 2 7
1100010010001101... 2 3) 1 9
0011010011111101... 5 3) 2 4




Data Center Security

« Datfa center:
o An ENEHRERAEEINY that houses a large number of servers,

storage devices, and network switches and equipment

o The

m of servers and storage devices can run info the
tens of thousands in one facility

o Generally includes TRINEELY or Preraans power supplies,

@)

redundant network connections, environmental confrols, and
various security devices

Can m one room of a building, one or more floors, or an
entire buillding

« Examples of uses include:

O
@)
@)
@)

Cloud service providers

Search engines

Large scientific research facilities
IT facilities for large enterprises

33



Internet or
Additional racks enterprise
network

N >X100GbE —> e ece

Eth Switch I

enterprise

Eth Switch v Eth Switch

100GbE !
10GbE

&
40GbE /' :

-
Eth Switch Eth Switch Eth Switch

Server or Server or Server or
storage rack storage rack storage rack

Figure 5.11 Key Data Center Elements

Data Encryption, Password policiy, secure
s it IDs, Data Protection (ISO 27002),
ecurity Data masking, Data retention, etc.

Network Firewa_lls, AI‘Iti—Vil‘l._lS, Intrusion
s it detection/prevention,
ecurity authentication, etc.

= Surveillance, Mantraps, Two/three
ghYSIC_:al factor authentication, Security
ecurity zones, ISO 27001/27002, etc.

Site Setbacks, Redundant utilities
s - Landscaping, Buffer zones, Crash
ecurity barriers, Entry points, etc.

Figure 5.12 Data Center Security Model




Summary

The need for database
security

Database management
systems

Relational databases

Elements of a relational
database system

Structured Query Language

SQL injection attacks
A typical SQLi attack
The injection technique
SQLI attack avenues and types
SQLi countermeasures

Database access

control

SQL-based access definition
Cascading authorizations
Role-based access control

Inference
Database encryption
Data center security

Data center elements

Data center security
considerations

TIA-492
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o NHM (FHUURR) P200-204
« Questions 5.2, 5.7
e Problems 5.5, 5.9, 5.15
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