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Chapter 7

Denial-of-Service Attacks



Denial-of-Service (DoS)
Attack

The NIST Computer Security Incident Handling
Guide defines a DoS attack as:

patak-lusloaldstidprevents or impairs the authorized
DELE of networks, systems, or applications [s)j
exhausting resourcesfitdEEReals =1 Qo) eli gty
units (CPU), memory, bandwidth, and disk space.”




Denial-of-Service (DoS)
* A form of of some

service

. that could be attacked
are:
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Figure 7.1 Example Network to Illustrate DoS Attacks




Classic DoS Attacks

® Flooding ping command

W Vi Re i lar:ld @Rsjoverwhelm the capacity of the

to the target organization

® Traffic can be handled by higher capacity links on the path,
sftidpackets are discardedEREe:|elelaifeSuicErIE

® Source of the attack is clearly identified unless a
is used

lIN etwork performanceptRlejsle=t1o) yarVs{Slarclel




Source Address Spoofing

|8 forged source addresses

® Usually via the [\ IGPNIEGFEFon operating systems
VY EICEE NS nttharder to identif

Attacker generates large volumes of packets that
target system as the destination address

would result in the router connected to the final,
lower capacity link

Rei L O guitshESeRspecifically query flow

iR ELaley from their routers

Backscatter traffic

® Advertise routes to ikl BT GiTckl=cdto monitor attack traffic




SYN Spooting

(@e)aglesleaD0S attac

NG ETd SR AU RS S d(drespond to future
by overflowing the tables used to

manage them

Ihslitlegitimate users are denied accessfloRisleR{Sad

Hence an attack on system resources, specifically

network handling cod epiaRisleRe}olS & Taial= A4S iS00l



Server

Send SYN
(seq =Xx)
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(seq =Xx)

Send SYN-ACK
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Receive SYN-ACK
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Figure 7.2 TCP Three-Way Connection Handshake




Attacker Server Spoofed Client

Send SYN
with spoofed src

(seq =x)

Send SYN-ACK
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SYN-ACK’s to
non-existant client

Resend SYN-ACK discarded

after timeouts

Assume failed
connection
request

Figure7.3 TCP SYN Spoofing Attack




Flooding Attacks

® Classified based on REAN I OIG | used
g hisiatiiejoverload the network capacityfuaElolsgiil SRS 4 s
%kl idany type of network packet {1l oJSRiETTe|

* Ping flood using ICMP echo request packets

¢ Traditionally network administrators allow such packets into
their networks because ping is a useful network diagnostic tool

*Uses UDP packets directed to some port number on the
target system

*Sends TCP packets to the target system

eTotal volume of packets is the aim of the attack rather
than the system code




Distributed Denial of Service
(DDoS) Attacks

Attacker uses a flaw Large collections

in operating system of such systems
Use of multiple or in a common under the control

systems to generate application to gain of one attacker’s
attacks access and installs control can be

their program on it created, forming
{zombie} @botnet
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Figure 7.4 DDoS Attack Architecture
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Hypertext Transter Protocol
(HTTP) Based Attacks

HTTP flood

® Attack that bombards Web servers
VW HTTP requests

® (Consumes considerable resources

MSpidering

TR Elsialgitonlgiven HTTP
lin i and followini all links on the

provided Web site Bl sIAYS
way

Slowloris

Attempts to monopolize by sending

HTTP requestspiiEigavs fdeilEic

IAGBEIAYOE I Web server’s

connection capacit

Utilizes legitimate HTTP traffic

Existing intrusion detection and
prevention solutions that
to detect attacks will

e ellianot recognize Slowloris




Reflection Attacks

When intermediary responds, the m is sent to the
target

“Reflects” the attack [JigislhiisisaleiEVy AT il 0l

to flood
the

Goal is to generate enough voly ack
the link to the target system ({3 0o]oiqE (I yabaTe
intermediary
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Figure 7.7 Amplification Attack




DNS Amplification Attacks

[SETSR Tl GinRehiglurcelElda legitimate DNS server RS

intermediary system

\ield Gdcreates a series of DNS requests [(oglziigiiglgistc

spoofed source address of the target system

gl O DAY I Evs el convert a small request to a much
(amplification)

Target is flooded with m

Basic defense against this attack is to [Q{RS R CRIELR§
spoofed source addresse




DoS Attack Defenses

Four lines of defense against DDoS attacks

4

N1zl §preventionfhilifpreemption

e Before attack

® These attacks
prevented entirel

. . .\izld ddetectionflitiMfiltering
® High tratfic volumes m

* During the attack
legitimate
il Higch publicity EloloiidER elutaldiSiis N1zl gsource traceback Eiils
identification

® LXdsigtay on a very popular site

. * During and after the attack
® Described as slashdotted, flash crowd, ‘

or flash event

V.\i 714 dreaction

o After the attack
20



DoS Attack Prevention

® On routers as close to source as possible

y the current packet
' leaves the ISP’s networ

yptographically encode [ssfste=1Biiie)vat:NalolaB s W-Relele) S (-Ri s LIS

sent as the server’s initial sequence number
® Legitimate client responds with an ACK packet containing the

incremented sequence number cookie
® Drop an entry for an gy G (i« (0 §from the TCP

connections table when it overflows
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DoS Attack Prevention
SRRNIP directed broadcasts

requests

Good general system security practice

[SEImirrored and replicated servers \u(S 8t 8
performance and reliability is required
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Responding to DoS Attacks

Good Incident Response Plan

* Details on how to contact technical personal for ISP

* Needed to impose traffic filtering upstream

* Details of how to respond to the attack

° , directed broadcast#ilelrate limiting filters

should have been implemented

® Ideally have and m to detect and notity

abnormal traffic patterns
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Responding to DoS Attacks
of attack

® Capture and analyze packets

® Design filters to block attack tratfic upstream

® Or identify and correct system/application bug

IsEAERIMtrace packet flow [oEld @ Te R e10ides

® May be difficult and time consuming

® Necessary if planning legal action

ENIEEE contingency plan

® Switch to alternate backup servers

® Commission new servers at a new site with new addresses

Update

® Analyze the attack and the response for future handling
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Summary

Denial-of-service attacks

® The nature of denial-of-service attacks

® (lassic denial-of-service attacks
® Source address spoofing
® SYN spoofing

Flooding attacks

* [ICMP flood
®* UDP flood
® TCPSYN flood

Defenses against denial-of-
service attacks

Responding to a denial-of-
service attack

Distributed denial-of-
service attacks

Application-based

bandwidth attacks

¢ SIP flood
® HTTP-based attacks

Reflector and amplifier
attacks

® Reflection attacks
® Amplification attacks
® DNS amplification attacks
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e Questions7.2,7.5
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