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Chapter 9

Firewalls and Infrusion
Prevention Systems



The Need For Firewalls
is essential

® However it creates a J=FL

| siuniBntEntRodprotecting LAN

Inserted between the

bremises network and the
Il Re Rl s-controlled lin

®* Canbea m computer system or a @ of two or more systems
working together

| R perimeter defense

° DN TR0 to impose security and auditing

° M the internal systems from external networks




Firewall Characteristics

Design goals

All traffic from inside to outside, and vice versa, must pass through
|the firewall

Only authorized traffic as defined by the local security policy will
pbe allowed to pass

he firewall itself is immune to penetration




Firewall Access Policy

® A critical component in the planning and

implementation of a firewall is specifying a suitable
m'MAl

® This lists the gyJEXJRiEvastdELsb{Le| to pass through the firewall
* Includes Htlcontent types

® Then refined to detail the [IISEIEHEIEIwWhich can then be
implemented within an appropriate (a3 TE1Ig]sIo) (]:4]



Firewall Filter
Characteristics

® [GEVEEIELTE that a firewall access policy could use to filter
tratfic incluae:

This type of
filtering is used by
packet filter and
stateful inspection
firewalls

Typically used to
limit access to
specific services

This type of
filtering is used
by an
application-level
gateway that
relays and

monitors the
exchange of
information for
specific
application
protocols

Typically for
inside users who
identify
themselves using
some form of
secure
authentication
technology

Controls access
based on
considerations
such as the time
of request, rate
of requests, or
other activity
patterns




Firewall Capabilities And Limits

Capabilities:
* Defines a

Ly N * Provides a [[f&li03 for monitoring security
events

Convenient platformpid @IS E1R LTSl
functions that are not security related

NV 10 3 LR tdplatform for IPSec

Limitations:
e Cannot protect against

* May not protect fully against SIS §iEIREFTETE

Improperly secured wireless LANF&EL RIS
accessed from outside the organization

e Laptop, PDA, or portable storage device may be
e IS the corporate network then

used internally



Internal (protected) network External (untrusted) network
(e.g. enterprise network) Firewall (e.g. Internet)
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Figure 9.1 Types of Firewalls




Packet Filtering Firewall

° to each incoming and outgoing IP packet

® Typically a list of rules based on matches in the m OATCP heade
° Forw

ardsjes the packet based on rules match

* Source IP address
* Destination IP address
* Source and destination transport-level address

* IP protocol field
* Interface

® Two default policies:
= - prohibit unless expressly permitted

®* More conservative, controlled, visible to users

* - permit unless expressly prohibited

® Easier to manage and use but less secure



Table 9.1
Packet-Filtering Examples

Direction Src Dest Protocol Dest port Action
address addresss
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Packet Filter
Advantages And Weaknesses

- Advantaiges
* Typically and are

®* Weaknesses
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Stateful Inspection
Firewall

Tightens rules for TCP traffic
by creating a directory of
outbound TCP connections

*There is an entry for each
currently established connection

e Packet filter allows incoming
traffic to high numbered ports
only for those packets that fit the
profile of one of the entries in this
directory

Reviews packet information
but also records information
about TCP connections

*Keeps track of TCP sequence
numbers to prevent attacks that
depend on the sequence number

*Inspects data for protocols like
FTP, IM and SIPS commands

12



Table 9.2

Example Stateful Firewall

Connection State Table

Destination T Connection
Address Destination Port State

192.168.1.100 1030 210.9.88.29 80 Established
192.168.1.102 1031 216.32.42.123 80 Established
192.168.1.101 1033 173.66.32.122 25 Established
192.168.1.106 1035 177.231.32.12 79 Established
223.43.21.231 1990 192.168.1.6 80 Established
219.22.123.32 2112 192.168.1.6 80 Established
210.99.212.18 3321 192.168.1.6 80 Established
24.102.32.23 1025 192.168.1.6 80 Established
223.21.22.12 1046 192.168.1.6 80 Established

Source Address Source Port




Application-Level

Gateway

Also called an

Acts as a relay of
® User contacts gateway using a
® Useris
m application on remote host and m TCP

ween server and user

Must have for each application
°* May M application features supported

Tend to be M than packet filters
IDJEETeAziiv: TR isdadditional processing overheadfeil

each connection

® Gatewa
segments

14



Circuit-Level
Gateway
IRt two TCP connectionsEetl ol Salitsel fElte NG
pElSdeEilinner host clileRuitXoiEioutside hos
REEVE TCP segments from one connection to the other
examining contents

INElabislaSitilaslodustiticRuddetermining which connections
will be allowed

BV EVREapplication-level gateway inboundistl
gateway outbound

e [.ower overheads
15



SOCKS Circuit-Level
Gateway

08 €h'AYdefined in RFC1928

Client application contacts
SOCKS serve authenticates,

sends relay request

connection

Components



Bastion Hosts

® System identified as a [dstat&1 {0 Tgeloteli in the

network’s security

AR RREAp latformE{QdEIlapplication-levelfes

® Common characteristics:

Runs only

May require to access proxy or host
Each proxy can s ldFEENEE, hosts accessed

Each proxy is for security

Each proxy is

Limited disk use, hence

17



Host-Based Firewalls
Used to

Available in operating systems or can be provided as an

Filter and restrict packet flow

Common location is a M

Advantages:

e Filtering rules can be tailored to the host environment

* Protection is provided independent of topology

* Provides an additional layer of protection

18



Personal Firewall

Controlﬁoetween cipersonal computerfoifiye)d 17 ale)s]

and the | or enterprise network

For both [Tt or R0 SO eh use

Typically is a on a personal computer

Can be housed in a M that connects all of the home
computers to a DSL, cable modem, or other Internet interface

Typically than server-based or stand-
alone firewalls

IBsinEla ST ERdddeny unauthorized remote acces

May also monitor GPIE{oV - gieviitgto detect and block worms

and malware activity ;
1



Boundary
router

Internal DMZ network

firewall

switch

Internal
firewall

Application and database servers

~ ~

Workstations

Figure 9.2 Example Firewall Configuration
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User system
with IPSec

IP IPSec Secure IP
Header | Header Payload Pllbllc (Internet)

or Private Network

Ethernet Ethernet
switch B = switch =
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Figure 9.3 A VPN Security Scenario
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Figure 9.4 Example Distributed Firewall Configuration




Firewall Topologies

eIncludes personal firewall software and firewall software

on servers

*Single router between internal and external networks with
stateless or full packet filtering

*Single firewall device between an internal and external
router

*Has a third network interface on bastion to a DMZ where
externally visible servers are placed

eDMZ is sandwiched between bastion firewalls

*DMZ is on a separate network interface on the bastion
firewall

eUsed by large businesses and government organizations




Intrusion Prevention Systems
(IPS)

AN skl Intrusion Detection and Prevention Syste

(IDPS)

Is an RREHEGEN R IDEIthat includes the capability to
attempt to [JLIN or |G 31 detected malicious activity
Can be Wdistributed/hybric

Can use ERnEIVL EENOY to identify behavior that is not
L EIRO# i ElER RS lvdsignature/heuristic detectionfie
identify known malicious behavior can [JLldqietiildas a
firewall does, but makes use of the types of algorithms
developed for IDSs to determine when to do so
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Host-Based IPPS
(HIPS)

® Can make use of either signature/heuristic or anomaly
detection techniques to identify attacks

M focus is on the specific content of application network

traffic, or of sequences of system calls, looking for patterns that
have been identified as malicious

: IPS is looking for behavior patterns that indicate

malware

M EInT R R types of malicious behaviorleleiictlTe B o)aF:!

HIPS include:

Modification of system resources
Privilege-escalation exploits
Buffer-overflow exploits

Access to e-mail contact list

Directory traversal

25



HIPS

Ca L1y can be tailored to the specific platform

A set of PR EI I LEER G E may be used for a desktop or
server system

Some are designed to protect specific types of

servers, such as Web servers and database servers
® In this case the HIPS looks for particular application attacks

Can use a
® Sandboxes are especially suited to such as Java
applets and scripting languages

® HIPS quarantines such code in an isolated system area then runs
the code and monitors its behavior

Areas for which a HIPS typically offers [ {380 B R (18 )y

® System calls

® File system access

® System registry settings

® Host input/output 26



The Role of HIPS
®* Many industry observers see the

including desktop and laptop systems, as now the main target
for hackers and criminals

roduct such as antivirus, antispyware, antispam,
and personal firewalls

® Approach is an effort to provide an M M

suite of functions

ML ERCE RO Rdintegrated HIPS approach EifSRd it (SRS (ObE!

tools work closely together, threat prevention is more
comprehensive, and management is easier

1S€e m as one element in a
hat invol network-level devices,
e LR s dfirewallskes network-based IPS

27



Network-Based IPS
(NIPS)

Inline NIDS with the m to modity or discard
packets and tear down TCP connections

\WEVAv(ayteldflow data protectio

® Requires that the application payload in a sequence of packets
be reassembled

[\YlSialele ERI e Ris)identify malicious packets:

Xeidsignature/heuristic detection Eisleflanomal
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The need for firewalls
Firewall characteristics

Summary

and access policy

Types of firewalls

Packet filtering firewall
Stateful inspection firewalls
Application-level gateway
Circuit-level gateway

Firewall basing

Bastion host
Host-based firewalls
Personal firewall

Firewall location and

configurations

®* DMZ networks
® Virtual private networks
® Distributed firewalls

® Firewall locations and
topologies

Intrusion prevention

systems

Host-based IPS
®* Network-based IPS
® Distributed or hybrid IPS

® Snort inline

Example: Unified Threat
Management Products
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